
6th May 2013 
 
Dear Caroline Thompson, Rachel Cragg and Pam Clements,  
 

Active RFID tagging students at West Cheshire College. 
 
I have had a reply to a Freedom of Information request from West Cheshire College.  The college 
answered my the vast majority of my questions in the fact they have no information to give me as 
there are no documented records and key members of staff have left.    See Procurement procedure 
regarding the RFID real time location system at West Cheshire College dated 21st January 2013. 
 
The problem is, that I am finding it incredible, almost unbelievable, that a 14-19 college was able to 
install a military standard ultra wideband (UWB) RFID real time location system (RTLS) to track 2,000 
students since 2010 supplied by US company Zebra Technologies, who was on an IEEE Task Working 
Group developing that particular UWB RFID for IEEE approval (the UWB RFID received IEEE standard 
802.15 4f in February 2012) and that the college has answered under FOIA that: 
 
Decision to use RFID to track students 
 

No documented records exist whatsoever where a solution of a RTLS RFID was decided or 
discussed at any level at the college and that the college infers that the only discussion they 
are aware of is at the construction company with their subcontractors.  Apparently key 
members have staff have left and this is cited as a reason for the college’s inability to 
provide any data. 

 
Contact with the RFID supplier, Zebra technologies 

 
The college’s FOIR replies have stated that there has been no direct contact with the 
supplier Zebra Technologies.  However Zebra technologies stated in a press release: 
 “We selected Zebra because of its specialist location solution capabilities. The accuracy and 
level of detail of the asset tracking information is ideal for this environment,” said Kevin 
Francis, building services area manager at West Cheshire College.  Certainly implying there 
has been contact with Zebra Technologies. 

 
Zebra Technologies also had access to the college, staff and students to film a promotional 
film ‘Optimising the learning experience with a Zebra location system’ about the new UWB 
RFID technology and the RTLS yet the college still maintains it has had no contact with Zebra 
Technologies.  In this film West Cheshire College’s Kevin Francis talks about communicating 
with Zebra Technologies. 

 
As incredible as it seems the college is asking me to believe that Zebra Technologies entered 
the college, filmed staff and students without any contact or communication whatsoever 
with the college.  How was permission obtained?  If this is indeed the case West Cheshire 
College have some extremely serious security and child protection issues to address as it 
would seem access to film the college, students and staff could be available to anyone 
without any discussion. 

 
Kevin Francis, West Cheshire College’s Building Services Area Manager’s trip to Florida April 2012 
to speak about the college’s RFID RTLS  
 

https://www.whatdotheyknow.com/request/procurement_procedure_regarding#outgoing-249335
https://www.whatdotheyknow.com/request/procurement_procedure_regarding#outgoing-249335
http://rfidinschools.com/2012/12/24/real-time-tracking-more-enabled-by-new-industry-standard/
http://rfidinschools.com/2012/12/24/real-time-tracking-more-enabled-by-new-industry-standard/
http://rfidinschools.files.wordpress.com/2013/01/zebra-tech-west-cheshire-college-press-release.pdf
http://www.youtube.com/watch?v=orPLM0C0nmU


The college cannot find any documented record of any discussions or decisions of a member 
of staff who travelled to Florida to discuss the RFID system at an international RFID industry 
run conference organised by the RFID Journal.  Maybe it is an unrealistic expectation to 
expect at least some record of the college making a decision and some discussion on this 
high profile event for the college.  If the above answers are to be believed then the fact the 
college sends a member of staff to the USA to lecture an international conference on RFID 
then West Cheshire College’s method of documentation is severely lacking in this instance of 
this new standard UWB RFID. 
 
Although the college stated, in a FOIA answer to a question of how the trip was funded, that 
in general such trips are paid for by the event organisers the language in their answer was 
worded insufficiently for me to be satisfied that the college was specifically answering my 
question. 

 
How much the RFID system cost and how was it funded 

 
Asked how the RFID RTLS was funded: The college replied, “The College New Build Program 
was financed from grant, loan and College reserves”. 
 
When asked again to clarify this further the college replied “The College new build 
programme was enabled by a combination of funding from the then Learning and Skills 
Council (later via the Skills Funding Agency(BIS)), through direct loan’s and from College 
reserves.”  Why did the college not detail this in their first FOI reply?  My original FOIR was 
on 21 January 2013 and the complete answer was returned on 22nd March 2013. 
 
I then asked how much the RFID system costs:  The college replied, “Whilst the project is 
still in testing and evaluation phase, it remains unaccepted by the College, and therefore no 
ongoing maintenance costs are presented to us at this time.”   I did not asked for ongoing 
maintenance costs I asked for the cost of the system. 
 
I asked them to clarify the “unaccepted” status of the RFID they have been using for over 2 
years and answer the question of cost, to which they replied, “The College does not have any 
on-going maintenance agreement for the RFID system.” Simply reiterating the first response, 
which did not answer the question. 
 
I asked them again to clarify the situation and they replied that “The College had a fixed 
contractual price for the delivery of two contracts managed by BAM. BAM negotiated with 
their sub-contractors for the supply of all buildings, services and provision. It would be 
impossible to extrapolate the costs and attribute them to specific elements of the 
infrastructure and multi-functional assets.” 
 
So have the college paid for an RFID system that it has been using for over 2 years and, is in 
their own words, “unaccepted”?  Yet they can detail grants for the New Build Programme, 
which I’m presuming include the RFID.    
 
After asking a simple question of cost I am left none the wiser as to whether even the 
college has spent money on this system.   On reflection why would a college pay for an UWB 
RFID system that was in development, unstandardised RFID and “unaccepted”.  There surely 
must be a financial trail of this but the college say this is “impossible”. 
 

 

http://rfidinschools.com/2013/02/03/hard-to-get-information-about-uk-colleges-rfid-student-location-system/
http://rfidinschools.com/2013/02/03/hard-to-get-information-about-uk-colleges-rfid-student-location-system/


Am I to believe West Cheshire College installs a groundbreaking UWB RTLS RFID system, from a 
company it has had no contact with, and cannot specify which budget has bought it and also cannot 
say how much it cost or even whether they have specifically paid for it at all.   A member of staff 
represents the college at in international RFID conference in Florida, USA, to talk about this brand 
new UWB standard of RFID application and there is no record of this at the college and they cannot 
clearly say if they have incurred an expense in this? 
 
The Information Commissioner’s Office already have two complaints currently about West Cheshire 
College’s refusal to answer FOIA questions on how consent was gained from the students and what 
privacy impact assessments were done: 
 
To clarify RFID use in West Cheshire College - unclear on consent, how the RFID was used, privacy 
impact assessments and whether staff were RFID tagged.  FOIR refused. 
Detail and characteristics of RFID use in West Cheshire College - unclear on start dates of using RFID 
and type of RFID used to locate students.  Unanswered questions. 
 
I campaigned for children’s biometric data in schools to be processed with parental consent from 
2005-2012 after my 6 and 7 year old nearly had their biometric data processed without my 
knowledge in 2005.  During the course of this I sent over 700 Freedom of Information requests to 
schools.  In 2010 I sent 500 FOIRs to schools to gather information to present to the Protection of 
Freedoms Bill committee to see how prolific and to what uses biometric technology was being used 
in schools.    Out of 500 FOIRs sent I got 247 replies so no good data was retrieved at all.   
 
I have in my time seen varying levels of responses from schools to FOIR but I have never experienced 
such an appalling understanding of FOIR whilst trying to gather information, about arguably one of 
the most invasive methods of compromising an individual’s privacy, by the practice of using active 
RFID tags on children and viewing them in real time at West Cheshire College.   
 
As I have effectively received no answers to the questions I would like to log this as a complaint but 
as the college have ‘answered’ my request with the fact they have no information I was not sure 
how to proceed.  The college’s answers under FOIA raises far more serious questions about what is 
going on at the college.  If West Cheshire College’s responses are to be believed (which they must if 
the college has an understanding of FOIR) the bad practices at the college involve serious breaches 
of student consent, privacy, finance, accountability, transparency and security.  This would be quite 
astonishing. 
 
The RFID the students have been wearing since 2010 is one of the most sophisticated RFID standards 
in the world:  
 
* Ultra wideband RFID tags emit brief radio frequency signals across the entire 6.35 to 6.75 GHz 
frequency band. 
* Average battery lifespan of a RFID tag is seven years. 
* Receivers, which can receive tag signals from up to 328 feet away, are located throughout the 
campus buildings, in order to ensure that the tags can be pinpointed no matter where within the 
school a student might be located. 
* RFID tags provide accuracy within 1 meter (3.3 feet). 
* RFID Tag transmission rate of once per second. 
* By admission from the college they are able to use the real time location system for observation of 
student and staff in peer groups. 
 

https://www.whatdotheyknow.com/request/to_clarify_rfid_use_in_west_ches#outgoing-241572
https://www.whatdotheyknow.com/request/detail_and_characteristics_of_rf#outgoing-245229
http://rfidinschools.files.wordpress.com/2013/01/rfidjournal-article9476-1.pdf


Is it any coincidence that since November 2012 when I started asking FOIRs, Zebra technologies and 
the RFID Journal, who ran the international conference in USA and ran an article on West Cheshire 
College, have removed all the main references from their websites to West Cheshire College’s use of 
the new UWB RFID and their connection to it.  Coincidentally the RFID Journal removed its main 
article it ran on West Cheshire College and its use of UWB RFID on the 9th January 2013, the same 
day West Cheshire College refused to answer FOIR on consent and privacy.     
 
David Johnston MInstISP, Member of the Institute of Information Security Professionals, is also using 
West Cheshire College as an example of bad practice at a Mass Consultancy presentation with the 
implementation of RFID stating “West Cheshire clearly have not understood the proposed use and 
have poorly implemented their information management strategies” 
 
Stills from Zebra Technologies promotional video, removed from their site around late February 
2013. 
 

        
 
Please could you advise the next course of action I should take to gain answers to my questions?   
 
When answers under FOIA are seemingly incredible, as the implications of the answers given in this 
case are potentially very serious, how does the Information Commissioner’s Office respond? 
 
 
Kind regards, 
 
 
Pippa King 
 

http://rfidinschools.com/links/
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